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4 APOGEE GLOBAL RMS

Apogee Global RMS
Chief Information Security Officer and
Chief Security Officer Services

(» Interim CSO and CISO Services

e Provide strategic leadership and guidance on all aspects of
cybersecurity and information security, ensuring alignment with
business objectives and regulatory requirements.

e Develop and implement a comprehensive cybersecurity program
that includes policies, procedures, and standards designed to
protect critical assets and data.

(» Incident Response Planning (Technology Focused)

e Develop and implement a comprehensive incident response plan
that outlines the steps to be taken in the event of a cybersecurity
incident, including detection, containment, eradication, recovery,
and post-incident activities.

e Conduct regular incident response exercises and simulations
to test the effectiveness of the plan and ensure that all
stakeholders are prepared to respond to a real-world incident.

(» Security Compliance Review

e Conduct comprehensive reviews of existing security controls
and practices to identify gaps and areas for improvement
in relation to industry standards and regulatory requirements
(e.g., NIST, ISO 27001, HIPAA, PCI DSS, GDPR).

e Develop and implement remediation plans to address identified
gaps and ensure compliance with relevant regulations and
standards.

(» Risk Assessments

e Conduct comprehensive risk assessments to identify, analyze, and
evaluate potential threats and vulnerabilities that could impact the
confidentiality, integrity, and availability of critical assets and data.

e Develop and implement risk mitigation strategies to reduce the
likelihood and impact of identified risks to an acceptable level.

(» Emergency Response Planning (Physical Security)

e Develop and implement a comprehensive emergency response plan
that outlines the steps to be taken in the event of a physical security
incident, such as a fire, natural disaster, or active shooter situation.

e Conduct regular emergency response drills and exercises to test the
effectiveness of the plan and ensure that all employees are prepared
to respond appropriately in an emergency.
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APOGEE GLOBAL RMS

Malcolm "MK" Palmore, a distinguished
leader whose career has spanned the rigors of the
military, the complexities of federal law
enforcement with the FBI, and the cutting edge of
cybersecurity, is the driving force behind Apogee
Global RMS. This dynamic enterprise offers a
unique and powerful blend of services
meticulously designed to elevate organizations
and individuals to new heights of success and
leadership.

In today's rapidly evolving business landscape,
organizations face unprecedented challenges in
safeguarding their assets, reputation, and
customer trust. Apogee's virtual CxO services
provide on-demand access to seasoned experts
who seamlessly integrate into leadership teams,
offering strategic direction and tactical support.
Whether it's navigating the complexities of
cybersecurity as a vCISO, ensuring comprehensive
security leadership as a vCSO, or developing
robust incident response and emergency
preparedness plans, Apogee empowers
organizations to proactively address critical
security and risk management needs.

The Apogee Advantage:

e  Unparalleled Expertise
e  Holistic Approach
e Commitment to Excellence
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